Employer
Compliance Alert

1 i _
. % Jl\%‘etihg employee needs
WT /77 1sachallenge.

. .
0 }l\/leet_mg the'government’s
W is critical.”

(O

HHS ISSUES INTERIM FINAL RULE ON HIPAA
BREACH NOTIFICATION

As we reported in our March 2009 Alert, the Health Information Technology for
Economic and Clinical Health (HITECH) Act created a new notification requirement in
the event of a breach involving protected health information (PHI). The Department of
Health and Human Services (HHS) recently published interim final regulations clarifying
when and how such breach notices must be provided.

Perhaps the most interesting aspect of this new guidance is its clarification of the term
“breach.” The regulations define a breach as the acquisition, use or disclosure of PHI
that compromises the security or privacy of PHI. The security or privacy of PHI is
compromised only if the breach “poses a significant risk of financial, reputational, or
other harm to the individual.”

This standard will require a covered entity to conduct a risk assessment and document
its analysis with respect to whether a breach has occurred. For example, the
inadvertent disclosure of an individual’'s admission to the hospital may not be considered
a breach for purposes of requiring notification, but the inadvertent disclosure of an
individual's admission to the hospital for substance abuse treatment might be
considered a breach.

According to the regulations, this notice requirement applies only to “unsecured” PHI.
Unsecured PHI is defined as PHI that is “not rendered unusable, unreadable, or
indecipherable to unauthorized individuals through the use of a technology or
methodology specified by the Department of Health and Human Services in published
guidance.” HHS issued such guidance in April of this year, indicating that the only two
approved methods of securing PHI are encryption (for both electronic data “at rest” and
data “in motion”) and destruction (by shredding or purging). From a practical
perspective, this appears to mean that any PHI that is maintained in a paper format
would be considered unsecured for purposes of the breach notification rule, since it
cannot be rendered secured until it has been destroyed.



http://www.ubabenefits.com/Portals/29/ARRA_changes_HIPAA%5b1%5d.pdf
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As noted in our earlier article, the HITECH Act also extended this breach notification
requirement to business associates of covered entities. Once they become subject to this
requirement (by no later than Feb. 17, 2010), business associates whose actions result in a
breach of unsecured PHI will be required to notify the covered entity of that breach without
unreasonable delay, but in any event within 60 days of the discovery of the breach. They
will also have to provide the names of the individuals whose PHI was the subject of the
breach.

The new breach notification rules became effective as to covered entities on Sept. 23,
2009, but HHS has stated that it will use its enforcement discretion not to impose sanctions
for failure to provide the required notifications for breaches discovered before Feb. 22,
2010. Nonetheless, given the complexities inherent in this area, covered entities (and their
business associates) should not rely on this non-enforcement policy as an excuse to delay
implementing the breach notification rules.

Julia M. Vander Weele, Partner
Spencer Fane Britt & Browne LLP

This publication is designed to provide accurate and authoritative information. It is distributed with the understanding that the author, publisher and

editors are not rendering legal or other professional advice or opinions on specific matters, and accordingly, assume no liability in connection with its use.
The choice of a lawyer is an important decision and should not be made solely upon advertisements. Past results afford no guarantee of future results.

Every case is different and must be judged on its own merits.

This notification is brought to you by your Member Firm of United Benefit Advisors — an alliance of more than 140 premier
independent benefit advisory firms and one of the nation’s five largest employee benefits advisory organizations — and Spencer
Fane Britt & Browne LLP, with offices throughout the Midwest and more than a century of experience providing legal counsel.

UBA also co-sponsors an informative webinar series designed to help employers anticipate emerging regulatory issues and stay
abreast of the latest human resource trends and best practices. For more information, contact your local UBA Member Firm today.
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